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Brave New
(Virtual) World

Rothwell Figg

Introduction

Imagine that you’re sitting on your sofa, scrolling through your
social media feed, when you see a video posted by a friend attending
a concert in another country. Within an instant, you are teleported
halfway across the world, where a hologram version of yourself can
experience the concertin real time. Beyond just hearing the music,
you’re able to feel the vibrations of the bass, get a panoramic 360-
degree view of the venue, and make eye contact, sing, and dance
with your friend and the other concertgoers. Head banging and
heart racing, it feels as though you are part of the crowd, attending
the concert in person, because despite being physically miles away,
in every other sense you are there.

This is just one of the many virtual experiences envisioned
by Facebook in the original presentation of its metaverse as part
of its Connect 2021 event held last autumn." It was at this same
conference that Facebook announced its name change to “Meta”,
a not-so-subtle proclamation of the company’s commitment
to and focus on the building of futuristic technology to better
connect people. Originally coined by Neal Stephenson in his 1992
science-fiction novel Snow Crash, the term “metaverse” has been
used in connection with the idea of an all-consuming, omnipresent
virtual world running in parallel to, and often intertwining with,
the physical world. From an etymology standpoint, the prefix
meta- is derived from the Greek word petd, which encompasses
a wide variety of meanings, including “after”, “alongside”, and
“beyond” (as in metaphor, a figure of speech that extends beyond
literal meaning) or denoting a change of place or state (as in meta-
morphosis). Therefore, when combined with the suffix -verse, we
understand the term “metaverse” to mean a reality that extends
beyond the confines of time and space as we know it, running
alongside and transcending our existing reality.

But what exactly zs the metaverse and what does it look like?
Nobody really knows for sure yet. Just as it was hard for people
to comprehend what the Internet was back in the 1980s, it is
difficult to conceptualise or define the metaverse while the
technology is still being developed. What we do know is that
it will entail augmented, virtual and mixed reality technologies
that effectively create an immersive online experience, or an
“embodied Internet” where users are not just passively scrolling,
but actively interacting in a fully realised computer-generated
world tailored to their lifestyle.> According to some scholars,
the metaverse will have five primary features: (1) persistence — the
metaverse will exist regardless of time or space; (2) synchronicity
— users will be able to interact with one another in the digital
world in real time, reacting to their virtual environment just as
they would in the physical world; (3) availability — any number
of users can log on simultancously; (4) economy — participants
will be able to supply goods and services in exchange for value
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recognised by others; and (5) inferoperability — users will be able to
use digital assets across different experiences in the metaverse.’

This convergence of the physical and digital realms will impact
all aspects of our lives, including social connections, entertain-
ment, fitness, work, education and commerce. The metaverse will
shift how we interact with technology, such that virtual objects
will blend in with our physical environment and the digital world
will mimic our physical life. Through the use of 3D avatars and
animated holograms, users will be able to create digital meeting
spaces for work, hang out with friends living across the country,
play a round of tennis in their living room, travel and explore every
corner of the world (and even fantasy worlds), attend classes at any
university, enjoy a virtual shopping experience from your couch,
and use digital assets to purchase virtual objects or exclusive experi-
ences. Through non-fungible tokens (NFTs), or non-interchange-
able cryptographic assets that live on blockchain, metaverse partic-
ipants can exert their virtual spending power to buy unique digital
assets, from Nike sneakers for your personal avatar to a house next
to Snoop Dogg.* And as the scope of brain-to-machine interac-
tions expands with the evolution of Augmented Reality (AR) head-
sets, Virtual Reality (VR) glasses, hand, eye and body movement
sensors, as well as biometric sensors, we will be able to create a
mixed physical and digital interface with contextualised artificial
intelligence that responds to a head nod, a voice command, or the
slightest movement of a finger.

But who will ultimately build and control the metaverse? For
starters, it is worth noting that there is currently more than one
metaverse. Many more, in fact. Although social giant Meta tends
to dominate the buzz around the forthcoming virtual world,
several other tech and software companies are building, or have
already built, their own versions of the metaverse, including Epic
Games, Niantic, Roblox, Nike, The Sandbox, Decentraland, and
Microsoft. Yet despite the independent development efforts, many
wonder if there will inevitably be one master metaverse operated
by tech behemoths such as Meta, Google and Amazon. And while
blockchain is promised to be an integral part of the metaverse,
with a decentralised network such that users can all “build on”
the technology without a central supervisory authority (as was the
original intent of the World Wide Web), there are concerns about
major corporations obtaining, and potentially exploiting, control
of these virtual worlds.®

What’s perhaps even more pressing than avoiding a corpo-
ratocracy is the establishment of the law of the land in the
metaverse. Without a doubt, the metaverse is a new frontier,
and largely uncharted territory in the legal context. As we begin
shifting how we interact with technology, into an ever more
digital/physical co-existence, we will need to consider how the
rules and regulations of the real world apply in the virtual world,
and what new laws will need to be put in place to govern our
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digital interactions. For instance, would Starbucks have a claim
for trademark infringement if someone sets up a virtual coffee
shop in the metaverse using its famed logo, even though it is
not being used in connection with “real” coffee? Can you sue
someone for nuisance for building an ugly virtual house next
to yours that detracts from the value of your virtual property?

More importantly, how do you prevent someone from
creating an avatar that looks, sounds, and acts just like you, but
isn’t you? Are you able to keep your real identity wholly separate
and untraceable from your virtual persona and how you portray
yourself in the digital world? Can companies use your personal
data collected in the metaverse for targeted advertising across
both realms, or for research? And with digital assets tied to
real monetary value, how do you make sure that transactions
conducted in the metaverse are secure?

As the pace of technology far exceeds the speed of regula-
tion, it is clear that there are more questions than answers when
it comes to the legal framework for the metaverse. While there
are many legal issues at play, concerns about privacy and data
security are at the forefront of the discussion, especially as we
continue to navigate and grapple with this critical area in the
physical world. The importance of protecting personal data
cannot be understated and before plugging into the lawless
expanse of the metaverse, consumers and legal professionals
alike should consider and explore exactly what and how much
personal data is at stake, and the real-world risks of living in a
virtual world.

Factual Background

If you thought companies harvested a lot of personal data now,
just wait until the metaverse arrives. The metaverse will allow
for much more intimate and expansive data collection, anal-
ysis and use than exists today. Physiological expressions (such
as blood pressure, breathing rate, gastrointestinal motility,
sweating), biometric data (such as facial expressions, eye
movement, physical proportions, and vocal inflections), body
language, and social behaviours are all among the data that will
be regularly collected, stored, analysed, and used by third parties
for commercial gain in the future. Our homes and surround-
ings will also be constantly tracked and monitored, as we are.
The question remains how comfortable people will be with all
this tracking and how the laws should develop to protect people
from harm.

In this chapter, we consider three categories of laws: (1) privacy;
(2) data security; and (3) intellectual property. Each concerns
different kinds of harms and offers unique protections. Privacy
law affords individuals protection of their personal information
from unauthorised processing and disclosure by third parties.
Are you comfortable with companies collecting, processing,
analysing and using for commercial purposes increasingly inti-
mate levels of data about you? What if they share this data
with your doctor to diagnose health issues, or your insurance
provider, and it drives up your insurance premiums? What if
they use this data to advertise health-related products to you
about conditions that you didn’t even know you had? What if
your boss is with you at the time that ad comes through, and
questions your ability to do your job based on the condition?

Data security law protects data from unauthorised disclo-
sure and access, which has traditionally been in the form of
hacks and leaks. In more recent years, “phishing” has become
increasingly common. This is where cybercriminals “pose”
as someone they are not in order to persuade you to provide
them with sensitive personal information, such as login creden-
tials (so they can access even more information about you)
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or credit card numbers. This “posing” is often done via fake
email addresses and messages that lead users to conclude they
are legitimate companies with whom the user carries out busi-
ness. In the metaverse, “phishing” could reach a whole new
level. Instead of using email addresses and written messages,
cybercriminals may use avatars that resemble legitimate individ-
uals with whom a user does business — complete with voices, eye
movement and social behaviours that mirror the “real” person.
Worse yet, imagine if a cybercriminal hacked into your avatar
and was able to gain access to your identity. (Picture the scene
in Harry Potter where Harry and Ron drink Polyjuice Potion to
“become” Crabbe and Goyle, the friends of Draco Malfoy (the
“bad guy”), so that Malfoy would tell them trusted information.)

Finally, intellectual property law concerns the protection
of rights of the creators and owners of intellectual property,
including creative works, inventions and confidential infor-
mation that derives economic value from the fact that it is not
generally known or accessible. How does the existence of a
metaverse affect these rights? How does one identify who an
infringer is if the infringement occurs on the metaverse, in a
world of avatars? And taking the earlier example of assuming
another’s identity, what if a competitor poses as an employee to
gain access to corporate trade secrets? Or what if a disgrun-
tled employee uses an avatar to share confidential corporate
information, such that the sharing cannot be traced back to the
employee? Also, what type of “intellectual property” (if any) is
all of this data that companies are collecting and processing?
At what point does an individual’s personal information become
corporate property, and if that data is processed and analysed such
that it takes on a new form and gains independent value, then
what is that property that results? And to whom does it belong,
and how is it protected? Is it a trade secret covered by misap-
propriation law; is it “confidential information” protected by
current unfair competition laws; or is it something new? Does a
new legal regime need to be developed to protect this property?

Another question is whether this information and behav-
iour is even worth protecting. In this new society, more than
ever before, everything will be data driven, and with that comes
increasing risks in the form of mass surveillance, having
purchase decisions controlled by corporations that arguably
know you better than you know yourself, and increasingly
“tunnel visioning” the ideas, information and news to which
one is exposed. Is the metaverse the type of society that we want
for our children? If this is not the future we want, then what can
we do to change it?

Privacy and Cybersecurity Legal
Considerations

Rethinking data privacy — Existing laws assume data is
collected in and transferred between countries; there

is a dichotomy: personal vs. non-personal data; and
“gateways” exist between cyber spaces

Data privacy laws must change. They are wholly inadequate in
view of the forthcoming metaverse in many ways, including
that the laws assume that: (1) data is collected in and transferred
between countries; (2) data localisation is required; (3) there is a
dichotomy of data: “personal” and “non-personal”; and (4) there
are “gateways” between cyber spaces, and that those gateways are
text driven. All these assumptions are being tossed to the wind
with the metaverse, and the privacy laws must catch up. Indeed,
as we should have already learned based on the recent proliferation
of data privacy laws, it is much easier to create technology around
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privacy and security laws than it is to later force existing technolo-
gies into compliance with subsequently adopted laws.

First, existing data protection laws assume that data is collected
in and transferred between countries. Take, for example,
the General Data Protection Regulation (GDPR). Article 44
(“General principle for transfers”) states:

“Any transfer of personal data which are undergoing processing or
are intended for processing after transfer to a third country or to an
international organization shall take place only if, subject to the
other provisions of this Regulation, the conditions laid down in this
Chapter are complied with by the controller and processor, including
Sor onward transfers of personal data from the third country or an
international organization to another third country or to another
international organization.”®

The articles that follow address, #nter alia, transfers on the
basis of an adequacy decision, transfers subject to appropriate
safeguards, and derogations for specific situations. All these
provisions discuss data being transferred “Zo a third country or an
international organization”.

What if data is transferred to the metaverse — is that a
“transfer” under GDPR, even though it is not a third country
or international organisation? It probably depends on what
happens with the data in the metaverse. Because data trans-
ferred in the metaverse does not stay in the metaverse, and it
ultimately ends up in the hands of someone that is geographi-
cally located somewhere, some will argue that the law need not
change. Of course, in the metaverse, who someone actually is
and where they are actually located may not be obvious. This
is precisely what makes data transfers (and existing data transfer
law) in the metaverse so difficult. Indeed, part of the lure of the
metaverse is the idea of escaping the physical world. Yet our
laws are tied to the physical world. How do users comply with
laws based on the geographic location of data, in a metaverse
where there is no geography? And how do countries enforce
data transfer laws when transfers are happening in a metaverse
among avatars?

Second, a related geography-based issue is the idea of data local-
isation. The aforementioned data transfer laws exist because
countries want to protect the personally identifiable informa-
tion of their residents. Data transfer laws allow countries to
assess the protections of other countries, and if they are deemed
adequate, allow transfers to those countries (via adequacy deci-
sions). If they are not deemed adequate, then transfers may
only be permitted in certain situations; for example, if the entity
receiving the data agrees to treat and handle the data in an accept-
able manner. In July 2020, the Court of Justice of the European
Union issued its decision in a case known as Schrems 11, wherein
the Court invalidated the European Commission’s adequacy
decision for the EU-US Privacy Shield Framework based on
the Court’s disapproval of the nature of the US government’s
access to private sector data.” In other words, the Court disap-
proved that the United States seemingly prioritised surveillance
over privacy. As a result of the sweeping language in the Schrems
II decision, it has been unclear whether certain personal data
of EU citizens can be transferred to the United States under any
circumstances, particularly where that data may be of interest to US
intelligence programmes (which especially applies to big tech-
nology companies).

In the aftermath of Sehrems 11, various data protection author-
ities have taken a zero-risk approach to US technology compa-
nies’ processing of data from the EU. Almost any data can be
contorted into “personally identifiable data” if viewed in certain
ways. For example, Google Analytics’ provision of analytics
services based on IP addresses has recently been under a
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microscope, and France and Austria’s European data protection
authorities have declared websites” use of these services (whose
servers are in the United States) to be in violation of the GDPR.?
Thus, the push for “data localization” is clear. Companies like
Google and Meta can store and process data in the EU, or their
services can be off-limits to EU citizens. Indeed, in February
2022, Meta announced in its annual report that it was consid-
ering shutting down Facebook and Instagram in Europe if it
can’t keep transferring data back to the United States.”

In view of these recent events, one can’t help but wonder
how data localisation in the context of the metaverse can
possibly work. If there is to be a universal metaverse (or metav-
erses), where people from all over the world can “log in” and
interact, then strict data localisation requirements seem impos-
sible. Big technology will not be able to decipher who is from
where, what laws apply, and process and store that data only in
certain geographic locations. Also, for the interoperability of
the metaverse to work as it has been envisioned, it seems neces-
sary that data be transferred freely, unhindered by the concept
of different laws applying to different companies and different
users. Or, in view of the recent decisions coming out of the
EU, are we to believe that the EU will insist upon geographi-
cally distinct metaverses — for example, an EU metaverse that is
unique from a US metaverse?

Third, many existing privacy laws assume that data catego-
risation is strictly binary — “personal” or “non-personal”. But
some data is not so clearly delineated. For example, consider
the IP address data that is at issue in the Google Analytics cases.
By itself, this data is not personally identifying; however, once
linked with data concerning a user’s web browsing behaviour,
it becomes personally identifying. Still, the information does
not necessarily reveal your true identity. Unlike your face which
you only get one of, and once stolen you are damaged forever,
the same is not true about an IP address and browsing history.
This “third bucket” of data will likely grow in size in the coming
years, thanks to the metaverse. Remember that a basic principle
of the metaverse is that people interact through avatars. Those
avatars are, in some ways, like upgraded versions of IP addresses,
in that they will be used to link together data about one’s behav-
iour in the metaverse. However, unlike IP addresses, they will
also be collecting personal data directly from a user’s own body
and surroundings at the same time. That additional informa-
tion has different levels of sensitivity. For example, connecting
one’s avatar to their metaverse activity and heartrate is prob-
ably not very different from Google Analytics’ current process
of mining data linked with one’s IP address. However, if you
add in highly sensitive personal data (e.g., iris scans and genetic
information), then obviously the calculus of how to treat this
information is very different. Thus, the issues that data protec-
tion officers have been tackling over the last couple of years
concerning IP addresses (and coming out on both sides of the
fence) will continue to evolve, as technology develops.

Fourth, a major difference between the Internet and World
Wide Web as we know it, and the idea of the metaverse that
lies ahead in our future, is the seamlessness of the environ-
ment. Those “seams” are important to how current data privacy
laws work. Think, for example, of cookie consents. Per the
BU e-Privacy Directive, each time someone visits a website that
is hosted in the EU, owned by an EU company, or caters to
EU citizens, the website must inform them that cookie tech-
nologies are being employed, and users are given an option to
refuse to allow cookies.!” How will this requirement work when
there are no longer “websites” and the people can just “walk”
from one cyber space to another with their avatar? Similarly,
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is there a place for privacy policies? The envisioned metaverse
is very graphic in nature. How would text-driven policies and
consents be received in this new environment? Think of your-
self walking through an outdoor mall today, and every 20 feet
when you come upon a new store someone stops you and asks
you to consent to the store’s privacy and tracking policies. It
would undoubtedly be annoying and distracting. At the same
time, imagine yourself walking through an outdoor mall today,
but in order to shop there you have to put on a full-body suit
and headgear that enables all the companies in the mall (and
others) to analyse everything about you — your eye movements,
your thoughts, your heart rate, your breathing, your sweating
and more. It would likely be invasive to the point that you would
consider shopping elsewhere.

Even more critical is how consent mechanisms will be employed
where children are concerned. Most countries have laws that
provide for the special protection of children’s personal data
through age verification techniques and mandatory parental
consent for certain uses of children’s personal information. In the
marketing and data-driven metaverse, administrators will need to
prioritise implementing measures to deter children from providing
their personal data and enforcing age restrictions to protect chil-
dren from predators.

These are just some of the privacy-related legal considerations
that law and policymakers, as well as technologists, must think
about in the coming years.

Rethinking data security — what are reasonable

safeguards, how should data breach notification work,
and can data breaches be rectified?

With workplace and social engagements moving to the digital
world, as well as a metaverse e-commerce market projected to
reach well over $500 billion by the year 2030, users will signifi-
cantly increase their digital footprint in the metaverse, injecting
unprecedented volumes of personal data into cyberspace.
Naturally, however, more data attracts more hackers and bad
actors, and the risk of theft of sensitive or confidential data will
be a paramount concern. Furthermore, the valuable capabili-
ties of connected devices around our homes and offices used to
monitor our behaviour and actions in real-time, will increasingly
make these devices prone to cyberattacks.

In addition to hacking concerns, the metaverse will also bring
about increased security risks in the form of data breaches.
Current data security regulations suggest that data controllers
should employ reasonable technical, administrative and physical
security measures to protect consumer data. But will “reason-
able” measures be sufficient to protect against data breaches
in the age of the metaverse? For example, how will employees
verify that their metaverse work environments are secure and
their co-workers’ avatars are legitimate? How will companies
police their employees on the metaverse, when only a couple of
years ago many companies did not even trust their employees
enough to allow them to work remotely?

Data security measures in the metaverse may also look
different due to the prevalence of blockchain-based transac-
tions. For example, the GDPR provides for “data controllers”
who determine the purpose for which data is processed and the
way data is processed, and “data processors” who process the
data on behalf of the controller. Under a decentralised block-
chain network, which gives users more control and power over
their personal data, the data controller could be the user. While
empowering, the lack of a centralised authority and putting
the trust in individual consumers to self-safeguard could prove
disastrous, such as last year, when software developer and
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crypto-enthusiast Stefan Thomas transferred around $250
million worth of Bitcoin into a digital wallet, and then lost the
password (and thus access) to his mega-millions.! On the other
hand, the idea of handing over access and control of personal
data to metaverse administrators, collecting and processing
massive amounts of big data tied to the intimate details of our
everyday lives (for marketing, research or other purposes) could
also lead to bad outcomes.

“Reasonable” physical security requirements would likely be
very similar to those already in place at data centres; however,
technical safeguards may be different. For technical security to
succeed in the metaverse, measures like passwords, encryption
and authentication, and the policies and procedures surrounding
access to various parts of the metaverse, will have to be imple-
mented in a way that is robust, but without negatively impacting
user convenience. As with the cookie consents described above,
no user wants to be inundated with gateway checkpoints as he
or she navigates through the metaverse, even though this may
conflict with the fundamental data protection principle of trans-
parency. This is another area where blockchain technology may
come into play, as a technical solution capable of providing
transparency, validation and interoperability.

The application of data breach notification laws in the
metaverse presents another unique set of challenges. For
instance, state data breach notification laws typically require a
company to notify a user affected by a data breach (usually within
30 to 60 days of the incident) that a breach has occurred and to
identify the specific steps the company is taking to remedy the
breach. However, the immutability of blockchain technology
begs the question of how certain data breaches in the metaverse
could ever be rectified once leaked. Furthermore, would
sending a notification of a breach in the metaverse through the
metaverse itself be sufficient to constitute the required notice?
And will it even be possible to notify users in the real world of a
breach of their personal data in the metaverse without compro-
mising their right to privacy?

As the security of personal and confidential information in
the metaverse is paramount to its success, these are more legal
issues that will need to be tackled from the outset and imple-
mented by design, rather than retroactively after problems arise.

Rethinking intellectual property — heightened risks
of misappropriation of trade secrets and confidential

information, and is there a new intellectual property right
that needs to be protected with a new legal regime?

There are also numerous intellectual property concerns that
come into play with life in the metaverse. At the forefront is
the heightened risk of misappropriation of trade secrets and the
disclosure or misuse of confidential information.

For instance, imagine talking to your boss via the metaverse
one day about business plans for your company’s top trade
secrets, only to learn the next day that your boss was not there,
and someone else had hacked her avatar. How would you iden-
tify the imposter? Will the metaverse also make it easier for
rogue employees to flout company rules, and potentially dissem-
inate corporate confidential information, without being caught?
As users may choose to adopt a virtual persona or multiple
virtual personas (e.g., via the uset’s selection of a human or
non-human avatar, gender, different “physical” characteristics,
voice, gestures, clothing, etc.), which may be wholly divorced
from the user’s identity and likeness in the real world, it can be
extremely difficult to truly know who is who in the metaverse,
and to locate the real-world individual or entity who may have
improperly acquired your intellectual property rights.
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In some ways, this problem is not unique to the metaverse.
Similar concerns were raised in the early days of the Internet.
However, the metaverse is distinct from the Internet in that
it lacks a “paper trail” of communications. While blockchain
technology may provide for the validation and documentation
of transactional data, there may be no such recordation of other
interactions in the metaverse, such as the exchanges between
avatars in a meeting space, messages shared in a game, or
speaking through headsets. As these types of actions are diffi-
cult to document, it remains unclear how one could trace an
improper disclosure or misappropriation of confidential infor-
mation back to a specific individual or entity. Due to this gap
in accountability and consequences, it is expected that there will
be a heightened risk of misappropriation of these types of intel-
lectual property in the metaverse, at least initially. Even more
concerning is if the metaverse service providers were to actually
record and mine these personal interactions for their predictive
advertising algorithms or a similar monetisation. Such recorda-
tion could effectively eliminate privacy as we know it.

Based on the unique nature of the metaverse, and the collec-
tion and processing of colossal amounts of personal data, it is
also unclear at exactly what point an individual’s personal infor-
mation may become corporate property, and what other types of
“intellectual property” may result from any transformation of
that property into something of value. It is very possible, if not
likely, that new forms of intangible creations of the human intel-
lect will be developed through the metaverse, and we may well
have the exciting opportunity to explore new legal rights under
a future-focused regime.

Conclusion

The metaverse is a brave new (virtual) world. We would all be
well served by technologists and lawmakers from all over the
world coming together to discuss how they envision the future
— technologically speaking and legally speaking — and collabora-
tively designing this future in a way that maximises its potential
and minimises its risks.
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